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_1. Conocer los endpoind de OpenID OIDC en Keycloak, para esto seleccionamos el realm
«master«, Configure «Realm Settings» y en la pestana «General» damos clic donde dice
«OpenlID Endpoint Configuration»

Master
General Login Keys Emai Themes Localization Cache Tokens Client Regis
o
Realm Settings + Name —
Clients
Display name Keycloak
Client Scopes
Roles HTML Display name <div class="kc-logo-text"»<zspan>Keycoak</span></div>
Identity Providers Frontend URL

Uszer Federation

Enabled n
User-Managed Access OFF /

Endpoints OpenlD Endpoint Configuration

Authentication

Groups

SAML 2.0 Identity Provider Metadata
Users

Save || Cance
Sessions

Events

Import

Export

Se abrira una URL http://localhost:8080/realms/master/.well-known/openid-configuration
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// 28220788233925
[/ http://flocalhost:8888/realms/master/.well-known/openid-configuration
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"issuer™: "http://localhost:8888/realms/master”,

[s (RRV, -9

"authorization_endpoint™: "http://localhost:8888/realms/master/protocol/openid-connect/auth”,

"token_endpoint™: “http://localhost:8888/realms/master/protocol /openid-connect/token”,

8 "introspection_endpoint™: “http://localhost:8888/realms/master/protocol/openid-connect/token/introspect”,

"userinfo_endpoint™: "http://localhost:8888/realms/master/protocol/openid-connect/userinfo”

108 "end_session_endpoint”: "http://localhost:8688/realms/master/protocol /openid-connect/logout”,

11 "frontchannel_logout_session_supported”: true,
"frontchannel_logout_supported”: true,

=
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"jwks_uri”: "http://localhost:8888/realms/master/protocol/openid-connect/certs”,

"check_session_iframe”: "http://localhost:8688/realms/master/protocol/openid-connect/login-status-iframe.html"”,

"grant_types_supported”: [
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"authorization_code”,

"implicit”,

"refresh_token”,

[
oo
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"password”,
"client_credentials”,
"urn:ietf:params:oauth:grant-type:device_code”,
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"urn:openid:params:grant-type:ciba”
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"acr_wvalues_supported”: [
"a",
o
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"response_types_supported”

w

"code",

"nore",

[+

L T T T N R O S I

"id_token”,

H

_2. Nos vamos a Postman y consultamos el token, donde:

» Token method: POST

» Token endpoint: http://localhost:8080/realms/master/protocol/openid-connect/token
» x-www-form-urlencoded

grant_type: password

client_id: admin-cli (es la aplicacién cliente registrada en keycloak, se puede
crear otra aplicacion)

username: juliopari (previamente creado)

password: 123456 (previamente creado)
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oak | token v e
POST ~  http:fflocalhost:8080/realms/master/protocolfopenid-connect/token m
Params Authorization Headers (9) Body @ Pre-request Script Tests Settings Cookies
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION Bulk Edit
Content-Type application/x-www-form-urlenceded
grant_type password
client_id admin-cli
username juliopari
password 123456
Body Cookies Headers (11) Test Results @ status: 200 OK Time: 76 ms  Size: 2.46 KB Save Response v
Pretty Raw Preview Visualize JSON ~ = b Q
1 |
2 "access_token”: "eyJhbGci0ilSUzIINiTsInRECCIZ01iAiS1dUTinia2]kI1A6ICIEdUXnU21aTVhCUFBUBZAMKNZSNYOSUBXZUXROEZEU2F FVWENNWIUNETIOING .

ey leHAL0IE2NTCZNDESMDAS InLhaCT6MTYANZMENT gBNCwianRpT 012D 30TKONZUMWUWZ180ZWZ I LWIFZTYEMIhi Y AUy NmY2MDBS TiwiaXNzI 01 aHROCDovVL 2xv Y 2F5aGo2dDodMDguL 3L Yix ey tYKNGZXT1LCIZdWT 101 TAMWY 20D cwME
11Z3MxLTQxNIMEOGRMNCO4ZNFLONY INTRONGT1LCI0XA101ICZWFYZXTiLCThenAl 01 IhZ61pbil ] bGkiLCIZZXNZaWSUXINGYXRL T 0INGZ1ZTMAYMUItMZQz0C800TI1LTkzZ YNT £0ZIA30GRINDhMT iwi ViiNy T30iMSISInN{b3B1 I  0iZW1h
awwgcHIvZn1SZSIsInNpZCI6TIRMZWUZ0GILLTMEMZ g tNDkyZSO5M2Y 2L TUANGYWNZhKZTQ4Z1 IS IMVEYWLSX3Z1 emlmaliVkI {pmYWxzZSwibmFtZSI6TkolbGLvIFBhemici LCIwemVmZXIyZWREGXNLemShbivU 101 Jadxpb3Bhemkil CInaXz1bl
9UYWA1IjoiSnVsaW8ilCIm¥lilpbH1 fbnFtZSI6T18hemkiLCILbWFpbCI6ImluZnOAanVsaWduyX IpLmNvbsI9

NDRXP6botNIxzMk1S6sms IDFbPEBGEQMLnLZ tROMEKGZOSWPpdE3WDbExdNSIB2BBT1XEU278] 3ICwM3 L 48d0- xRE_KHgdnxuIxwlzhcBLCPeGdTekYMh_TokmEqfADQVESE6VX-PLMRghgN- 18- dIXzI0gROFstK1ErjLUDNBeWvEay4n-WI6zagx
ZuNvHhxtg8hPA] 1FBmNonXEuNZYNEBEVENeE YWV teNR1YIBIbENdGOF £BXkRD1I2YgF13Uadesp56YGRIPEIASUYbM_NG- 1SLRUOY pEBLZ - 1DVZVELYUYRbESNOF xV_h@89166mHuE1SDTUn2dPunS_Fw91Q"

3 "expires_in": 68,
4 "refresh_sxpires_in”: 1889,
5 "refresh_token”: “eylhbGei0ilIUzIINiIsInRScCIZ01A1S1EUIinia2lkIiA6ICIKZTIOYTOxNyLkYZULLTRKODULOGF 10CESNNInM] cxMTMAMDELEQ.

eyJ1leHALI0JE2NTCczNDM2NDASImLhdCIGMTYLINZMEMT 2@MCwianRpIoiNIcBYININMUTN2U2ZSOOYWEXL TLMNWE tZWY 2Y TFhODI2NWN 1T iwiaXNzIjoiaHR@cDovL 2xvY2FsaG9zdDo4MDgnL 31 YWX tey I tYXNOZXIiLCIndWQi01iJodHRWO18vDG
9jYlixob3NE0gwODAVemVhbG1zL21he3R1ciISINNLY 116 ImIxZ ] YANZAWLWVMMZEtNDE2MyBAZGYOL ThmYWUSZWMXOTQAYiIsInRScCI6I111Zn]1c2gil CIhenAi0ilhZG1pbilibGkil CIzZXNzaWIuX3NBYXR1IjoiNGZ1ZTHMAYmUEM=Q20CE0
0TI1LTkzZIYENTEDZ{A30GRINDhmIiwic2NvcGUi0id1bWFpbCBwemImaWx1Tiwic2lkIjoiNGZ1ZTMAYmUtMzQz0C880TI1LTkzZiYENTZOZIA30GRINDhmING . KeBN1DcOkGvRExx jHIWQEGF tsbAkGIkFoBeV4bY_3ac",

"token_type": "Bearer",

“not-before-policy”: 8,

"session_state”: "4fee3Bbe-3438-492e-93£6-534£078ded481",

“scope": "email profile”

B owom oo

=

3. Copiamos el valor de «access_token» que es un JSON Web Token y nos vamos a jwt.io
para abrirlo
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Crafted by Gauth@

Encoded

eyJhbGci01JSUzITNiIsInR5cCIg01iAiS1dUTiw

1a21kIiA6ICISdUxnU21aTVhCdUFBUBZEOMKN2Sn
VoSUBxZUxROEZSd2F fYWSNNWIUWELIBING.eyJle
HAi0jE2NTczNDESMDAsIm1hdCI6MTY1NzMBMT g0
MCwianRpIjoiZDc30TkONzUtMNUwWZi00ZWZ jLWJ
JZTYtMjhiYWUyNmY2MDBjIiwiaXNzIjoiaHR@cD
ovL2xvY2FsaG9zdDo4MDgwL3J1YWxtcy9tYXNeZ
XIiLCJzdWIi01iJiMWY20DcwMC11ZjMxLTQxNjMt
OGRmNCO4ZmF10WVjMTKENGIiLCJBeXAL101JCZWF
yZXIiLCJhenAi0iJhZG1pbi1jbGkiLCJzZXNzaW
9uX3NBYXR1IjoiNGZ1ZTM4YmUtMzQz0CBBOTJIL
TkzZjYtNTgBZjA30GRINDhmIiwiYWNyIjoiMSIs
InNjb3B1IjoiZW1haWwgcHJvZmlsZSIsInNpZCI
6IjRmZWUzOGJI1LTMEOMzgtNDKkyZSO5M2Y2LTU4ANG
YwNzhkZTQ4ZiIsImVtYW1lsX3Z1lcmlmaWVkIjpmY
WxzZSwibmFtZSI6Ikp1bGlvIFBhemkiLCJwemVm
ZXJyZWRTdXN1emShbWUiOiJqdWxpb3BhemkilCJ
naXZ1b19uYW11IjoiSnVsaW8ilLCJmYW1pbH1fbm
FtZSI6I1BhcmkilLCJ1bWFpbCI6ImluZm9AanVsa
WOWYXJpLmNvbSJ9 .NDRXP6botNIxzMk1S6smsID
FbP8BG5QM1nLZtRAmEkqZBsWPpd53WDbgxdNs9B
2BBT1xEU2787j3JCwWM3

XRf_KHgdnxuIxwlzhcBLCPeGdTOKkVMh_IokmEqf

ANNUERARVY DI MRAahAN_rR_

Julio Pari (IT Architect IBM)

Decoded

HEADER:

‘alg”: "RS256",
“typ”: CJWT
'kid": "GuLgSmZMXBuAASFT2CvJuhIM1eLQ8Fywa_Ung5mTXB4

VERIFY SIGNATURE

Si te ha interesado este articulo y deseas un apoyo o asesoria en algin requerimiento,
enviame un mensaje a: (info@juliopari.com) o sino a través de Linkedin:

https://www.linkedin.com/in/juliopari/
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