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_1. Conocer los endpoind de OpenlID OIDC en Keycloak, para esto seleccionamos
el realm «master«, Configure «<Realm Settings» y en la pestana «General»
damos clic donde dice «OpenlD Endpoint Configuration»
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http://localhost:8080/realms/master/.well-known/openid-configuration
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[/ 28220788233925
[/ http://flocalhost:8888/realms/master/.well-known/openid-configuration

"issuer™: "http://localhost:8888/realms/master

ste
B "authorization_endpoint™: “http://localhost:8888/realms/master/protocol/openid-connect/auth”,
7 "token_endpoint”: "http://localhost:83888/realms

"introspection_endpoint™: “http://localhost:8888/realms/master/protocol/openid-connect/token/introspect”,

/master/protocol /openid-connect/token",

"userinfo_endpoint™: "http://localhost:8688/realms/master/protocol/openid-connect/userinfo”,

16 "end_session_endpoint™: "http://localhost:8688/realms/master/protocol /openid-connect/logout”,

11 "frontchannel_logout_session_supported”: true,
12 "frontchannel_logout_supported”: true,

13 "Jwks_uri”: “"http://localhost:8888/realms/master/protocol /openid-connect/certs”,

4 "check_session_iframe”: "http://localhost:8688/realms/master/protocol /openid-connect/login-status-iframe.html”,

15 - "grant_types_supported”

16 "authorization_code”,

13 "implicit”,

18 "refresh_token”,

13 "password”,

28 "client_credentials”,

21 "urn:ietf:params:oauth:grant-type:device_code”,
22 "urn:openid:params:grant-type:ciba”
23 1;

24 - "acr_values_supported”: [

25 "a",

26 "y

2] 1.

28 - "response_types_supported”

20 "code™,

"none",

31 "id_token”,

_2. Nos vamos a Postman y consultamos el token, donde:

e Token method: POST
* Token endpoint:
http://localhost:8080/realms/master/protocol/openid-connect/token

 x-www-form-urlencoded

o grant_type: password

o client_id: admin-cli (es la aplicacién cliente registrada en keycloak, se

puede crear otra aplicacion)
o username: juliopari (previamente creado)
o password: 123456 (previamente creado)
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token

POST ~  http:fflocalhost:8080/realms/master/protacolfopenid-connect{token

Params Authorization Headers (9) Body @ Pre-request Script Tests Settings
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE

<]

Content-Type

grant_type
client_id
username
password
Body Cookies Headers (1 Test ults
Pretty Raw Preview Visualize JSON ~ =
1
2 "access_token”: "eyJhbGci0ilsUzIINiTIsInR5cCIg0iAiS1duT

eyJ1leHAL0FE2NTCcZNDESMDASImLhdCIGMTYLNZMEMTg@MCwianRpIjoiZl

117§

LTQxNIMtOGRmMNCO4ZmFLOWVIMTHONGIILCIBeXA104]C!
cHIvZmlsZSISINNPZCIGI] Uz0GJI1LTMaMzgtNDk: O5M2Y2
9QU¥I11Ii0iSnVsaWBilCImYllpbH1 fbmFtZSI6I18hemkilCI1bwe

FwNvihxtg8hPA]iFOmNonXEuNzVNEBEVENeEY:

3 "expires_in": 68,
4 "refresh_sxpires_in”: 1889,
5 "refresh_token”: “eylhbGei0ilIUzI1NiIsInRScCIZ01AIS1EUTL

HAL0JE2NTCczNDM2NDASImLhdCIGMTYLINZMOMT 2@MCwianRpI
97 ¥ixob3NB0TEWODAVEMVhbE1zL21he3R1ciISINNIY1iI6ImIxZ] VAN
O0TI1LTkzZIVENTEOZ]AS0GRINDhmIiwic2NveGUioi.

6 "token_type": "Bearer",

7 "not-befors-policy”: 8,

8 "session_state”: "4fee3Bbe-3438-492e-93£6-584£078deaBE",
E] "scope”: "email profile”

ECI

application/x-www-form-urlenceded
password

admin-cli

juliopari

123456

a21kIiA6ICISdUXNUZ21aTVhCdUFBUBZEMKNZSNVOSUBXZUXROEZEd2F
ZWZILWIFZTYMIhiYWUyNmY2HDBI T
ZXIiLCIhenAi0iIhZG10bil bk
LTU4NGYwNzZh
pbCISImluZm9Aanys:
NDRXP6botNIxzMk1S6sms IDFbPBBGEQMInLZ tROME kqZ@sWPpd53WDbgxdNs9B2BBT1XEU27813ICwM3t48d0-xRE_KHgdnxuIxw

0TkONZUtMWUWZ:

/teNR1YIGILENdBDFEBXkRD1I2Ygf13UqdespsYERIPeIASUYbM_NG- TSLRUOYpEBLZ - 1DV2VGLVUYREESNOFxV_hB89168mHgE1SDTUn2dPunS |

a21kIiA6ICIKZTIOYTQxNy1kYZULLTRKODULOGFi0COSNWImMMI cxMTMe
IYWEXLT1mNWEtZ)
AwLEVmMZEtNDE2MyBAZGYBL ThmVIWUS ZWMx0TQEYiISInRE5cCISI1I1Zn]1c2gi L Cahen,
1bWFpoCBwen9Imaix1Tinic21kIjoiNGZ1ZTMAYmUtMzQ20C880TI1LThzZ] VENTZBZIA30GRINDhmING . Ke8N1DcOkGYRExx jHIWDEGF tsbAkGIkFoB

Y ININMUTN2U2Z!

zZXNzaWIuX3NBYXR1IFoiNGZ1ZTM4YmUtMzQz0COB0TIILTKE.
Q4ZiIsImVtYWlsX3Z1lcmlmaWVkIjomYwxzZ!
{GuYX IpLmNvbS19
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Cookies

DESCRIPTION

Bulk Edit

@ sStatus: 200 OK Time: 76ms  Size: 246 KB Save Response v

b Q

VWENNWIUWEIOIN®.

wiaXNzIjoiaHROCDoVL 2xvY2FsaGozdDodMDguL 3T LY lx eyt YXNOZXTiLCIZzdNT 101 TIMNY20DcuMC
NTE0ZA30GRINDhMIiwiVWNyIi0iMSTsInNib3BlI 0iZlah
weMVMZXIyZHRECXNLemBhbNU101 Jadkxpb3BhemikiLCInaXZ1bl

bmFtZSI6IkplbGLvIFEBheml

cBLCPeGATEkVIh_ToknEqfADQVESSEVX -PLMRZhEN- 18- dIXzI0gROFstK1fr3LUDN|
v9910",

WgByan-WI6za9x

ZYTFhODIZNWNLI:

aXNzIj

HRACDoVL 2xvY2FsaGozdDodMDgwL 331 Yw:
11hZG1pbi1ibG

YILYNNGZXTILCIhEWQi01I0dHRy
uX3NBYXR1IjoiNGZ1ZTMAYmUtMzQz
cV4bV_3ac”,

_3. Copiamos el valor de «access_token» que es un JSON Web Token y nos

vamos a jwt.io para abrirlo
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Crafted by ‘.Jauthe

Encoded Decoded

HEADER:

eyJhbGci01JSUzITNiIsInR5cCIg01iAiS1dUTiw
1a21kI1iA6ICI5dUxnU21aTVhCdUFBUBZBMKNZSn

VoSUBXZUxROEZ5d2F FYWSnNITUNEI®InG . eyJle St
HALiOjE2NTczNDESMDAsIm1hdCI6MTY 1NzMBMTg@ "kid": "9uLgSmZMXBUAASFt2CvJuhIM1eLQ8Fywa_Ung5mTXB4
MCwianRpIjoiZDc30TkeNZUtMNUWZ100ZNZ LW 1‘

FZTYtMjhiYWUyNmY2MDB3 T imiaXNzIjoiaHRACD oo,

ovL2xvY2FsaG9zdDo4MDgwL3J1YWxtcy9tYXNOZ
XIiLCJzdWIi01iJiMWY20DcwMC11ZjMxLTQxNjMt
OGRmNCO4ZmF10WVjMTKENGIiLCJBeXAL101JCZWF
yZXIiLCJhenAi0iJhZG1pbi1jbGkiLCJzZXNzaW
9uX3NBYXR1IjoiNGZ1ZTM4YmUtMzQz0CBBOTJIL
TkzZjYtNTgOZjA30GRINDhmIiwiYWNyIjoiMSIs
InNjb3B1IjoiZW1haWwgcHJvZmlsZSIsInNpZCI
6IjRmZWUzOGJI1LTMEOMzgtNDKkyZSO5M2Y2LTU4ANG
YwNzhkZTQ4ZiIsImVtYW1lsX3Z1lcmlmaWVkIjpmY
WxzZSwibmFtZSI6Ikp1bGlvIFBhemkiLCJwemVm
ZXJyZWRTdXN1emShbWUiOiJqdWxpb3BhemkilCJ
naXZ1b19uYW11IjoiSnVsaW8ilLCJmYW1pbH1fbm
FtZSI6I1BhcmkilLCJ1bWFpbCI6ImluZm9AanVsa
WOWYXJpLmNvbSJ9 .NDRXP6botNIxzMk1S6smsID
FbP8BG5QM1nLZtRAmEkqZBsWPpd53WDbgxdNs9B
2BBT1xEU278j3JCwM3t48d0-

XRf_KHgdnxuIxwlzhcBLCPeGdTOKkVMh_IokmEqf VERIFY SIGNATURE
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