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Verify access_token from third party provider

Application/)sar Third party OAuth provider IBM AP1 Connect
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acoess the APls managed by IBM AFIC manages Oauth protocol !

responsible to validate the access_token
that it issued with introspection support
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Oauth protocol, resulting with an access_token: ! !
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https: <apic=fapi -H 'X-IBM-Client-Id: x-client-id" -H "Authorization: Bearer 3rdparty_access_token' -H 'X-introspect-value: Data’ e
>
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| 1. APl verifies the X-IBM-Client-id

! 2. APlc confacts the introspect URL
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request is rejected if: to werify the token

HTTF response is not “2007 or
responsa.active = "false”

|
https #=oauthintrespect- -d token=3rdparty_access token&token type hint=access_token

request is accepled if &client_id=x-client-id&scope=apiprotectedscope’ -H "w-introspect-value: Data'
HTTF response is "200" and IL{ !
responsa.active is “trua” i

If the response is accepted, the ratun JSOM response par RFC7GE2:

information is placed into the {"active™ true, "token_type".}

context variable. 1
|

HTTRA.1 200 OK Content-Type: application/json {"active®: true, "token_type®.. }
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Refernecias

* https://www.ibm.com/docs/en/api-connect/10.0.1.x?topic=connect-oauth-introspection-
third-party-oauth-providers

* https://www.ibm.com/docs/en/acvic?topic=api-integrating-third-party-oauth-provider

* https://github.com/ozairs/apiconnect/tree/master/oauth-third-party
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