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A Quick Reminder!
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The config directory 
holds configuration files 
(eg for loopback, switch, 

security config etc.)

The log directory holds event files 
containing BIP messages.

The overrides directory holds files which 
override server configuration or policies.

The run directory contains the unzipped 
deployed content from BAR files.

server.conf.yaml
contains configuration 
for how the Integration 

Server should run. 

C:\Program Files\IBM\ACE\11.0.0.4>  mqsicreateworkdir C:\myServer

IntegrationServer
--work-dir C:\myServer
--admin-rest-api 7600
--http-port-number 7900
--name myServer
--mq-queue-manager-name myServerQMgr
--console-log
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https://www.youtube.com/playlist?list=PLzpeuWUENMK3ttFsZraPRNN4XhkoS2Hte

Getting Started – Tutorials and YouTube Videos
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log

working-directory

config

components

connectors

common

iibswitch

registry
Integration_server.MyServer.events.txt

overrides

server.conf.yaml

Policy2.policyxml

MyPolicyProject

Policy1.policyxml

server.conf.yaml

run

Transformation_Map.map

Transformation_Map.msgflow

MyPolicyProject

Policy1.policyxml

“Deploy” or unzip when 
building a Docker image 

using mqsibar

Overrides provide an easy 
method to customise 

environment configuration

REST admin API PATCH 
methods can persist 
changes to overrides

Controlling Container Config with App Connect Enterprise
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ACE v11.0.0.3
Multi-instance HA for integration nodes

Support for Global message flow coordination across 
ODBC, JDBC, JMS, CICS

User-defined Message Flow Nodes in Java and C
Dynamic Monitoring and Statistics via commands

Policy info accessible from Java outside a JCN
Updated language translation

ACE v11.0.0.4
LDAP Authentication

Global Cache
Record & Replay
Policy Redeploy

Sticky settings for Monitoring & Statistics
Support for zLinux RHEL & Ubuntu

ACE v11.0.0.5
Support for AIX

Keywords
Push REST APIs to APIConnect

Java Integration API
Performance Report – HTTP and SOAP

Command Enhancements
Policy Redeploy Enhancements

User Exit Interface for  Transaction Tracking

ACE v11.0.0.0
Unzip and Go - stand-alone Integration Servers
Policy creation in Toolkit & Deploy using a BAR

New Web User Interface
New REST APIv2

Server config yaml file for start up config
New App Connect Enterprise Developer edition
New Dockerfile @ github.com/ot4i/ace-docker

New Docker image @ hub.docker.com/r/ibmcom/ace/
New Cloud Connector Plan entitlement

Callable Flows across multi-tenant and dedicated runtimes

ACE v11.0.0.1

Integration Node capabilities (Tech Preview)
Node-wide HTTP Listener (Tech Preview)

Web User Interface enhancements for support of Nodes
Migration from IIBv9 and IIBv10

Monitoring profiles
Additional admin commands and extended REST APIv2

Web User Interface enhancements for support of Nodes
New Group nodes for non-persistent in-memory aggregation

ACE v11.0.0.2
Lifts Tech Preview for Integration Node capabilities

Lifts Tech Preview for Node-wide HTTP Listener
Eclipse Toolkit upgrade to 4.4.2

Standard out system logging
MQ based Auth model for nodes and servers

App Connect Enterprise Roadmap
ACE v11.0.0.6

LDAP Group Authorization
Credentials Encryption for SIS
User Defined Policy Redeploy

Publication node using MQ Client
Integration / REST API Update Flow UDPs
Policies for JDEdwards, PeopleSoft, Siebel

Custom keywords for JAR, ESQL, XSLT
User Defined Properties REST API
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https://developer.ibm.com/integration/blog/2019/06/28/explore-the-new-features-in-app-connect-enterprise-version-11-0-0-5
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• The following policy types can be redeployed:
• Aggregation
• CDServer
• CICSConnection
• Collector
• EmailServer
• FtpServer
• Resequence
• SAPConnection
• SMTP

When you redeploy a policy project:
• All message flows using the policy are stopped and 

restarted. 
• Other types of policy (not listed above) cannot be 

redeployed (yet!)
• In this situation you must delete all deployed 

resources from the integration server and then 
deploy a new version of the policy. 

• Timer
• WorkloadManagement
• ActivityLog (v11.0.0.5)
• MQEndpoint (v11.0.0.5)
• IMSRequest (v11.0.0.5)
• CORBA (v11.0.0.5)
• SAP/Siebel/Peoplesoft

/JDEdwards (v11.0.0.6)

Redeploying Policies
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User Defined Policy + Redeploy
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Policy Redeploy Demo
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• Configuration Manager Proxy (CMP)
• Used internally in WBIMB V5 released in 2003
• Externalised in WMB V6, V6.1 released in 2005
• Configuration Manager hosted inside the Broker
• Eclipse admin toolkit used it for all communication
• Comms using custom XML format over MQ Queue Managers
• Could be used inside Java Compute Node for dynamic administration

• REST admin
• First used in IIB v10  (2015) by the web ui
• No longer MQ dependent
• Cloud driven, programming language agnostic
• Use any language you want with a HTTP Client

• Integration API
• ACE v11 (2019)
• Java administration interface backed by our Integration Admin HTTP Client
• Uses same REST admin layer as the web ui (/apiv2)
• Local direct connection to an Integration Server via unix domain sockets and named pipes (user access needed to the pipe) 
• Remote `web` style connection using security as previously available

The Evolution of the Integration API
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Java Application
using HttpClient
and HttpResponse

IntegrationAPI
HttpClient
• getMethod
• postMethod
• patchMethod
• deleteMethod

Local Integration Node
Local Integration Server

Remote Integration Node
Remote Integration Server

Using Unix Domain 
Socket or Windows 
Pipe

Using HTTP(S)

{"type":"integrationServers","children":[{"name":"server1","hasChildren":true,"uri":"/apiv2/servers/server1","type":"integrationServer"
,"active":{"processId":43573,"isRunning":true,"state":"started"}},{"name":"serverBeta","hasChildren":true,"uri":"/apiv2/servers/server
Beta","type":"integrationServer","active":{"processId":78716,"isRunning":true,"state":"started"}}]}

[Content-Type: application/json; charset=utf-8, Content-Length: 368, ETag: 
W/"170-CT8Knn/BTUaSyOA2LeRLdp0yWbM", Vary: Accept-Encoding, Date: 
Mon, 10 Jun 2019 16:48:09 GMT, Connection: close]
HTTP/1.1 200 OK
Content-Length: 368

• connection timeout can 
be set on the class.

HttpResponse can be used 
to access the status code, 
reason, header and body.

The HttpClient and HttpResponse Overview
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• ACEv11.0.0.4 Toolkit connects to local and remote 
Integration Nodes and Integration Servers using the 
HTTP administrative REST API

ACEv11.0.0.4

ACEv11.0.0.5

• ACEv11.0.0.5 Toolkit will display local 
integration nodes without requiring 
connection details, through restructuring 
based upon Integration API enhancements

Toolkit Enhancements driven by the Integration API
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Keywords shown in 
toolkit Properties view

Keywords.txt in 
Application/META-INF 

directory 

Keywords shown in 
mqsilist

Keywords can also be accessed 
using Integration API 

Keywords
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ACE Server            

User Exit

(a) onStartServer
(b) onTransportInputMessage
(c) beforeTransportOutputMessage
(d) onTransportResponseMessage
(e) onTransportTransactionComplete
(f) onStopServer

(2)
beforeTransportOutputMessage

(4)
beforeTransportOutputMessage

(1) 
onTransportInputMessage

(5)
onTransportTransactionComplete

e

Transport Location FieldName

HTTP HTTPHeader span-context-id

HTTP HTTPHeader X-Remote-Addr

MQ RFH2 span-context-id

a

Environment

Msg1-1 Msg1-2 Msg1-3

(3)
onTransportResponseMessage

dc

c
b

Remote 
Service 

User Exit Callback Invocations for an HTTP Sync Flow
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• Goal: facilitate API Connect management of REST APIs running in ACE

Push to API Connect
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ACE v11 Supported Configurations
• Available from ACE v11 FP5
• ACE client options:

• Admin REST APIv2 commands
• CLI
• Web UI

• Push REST APIs that are deployed to:
• Standalone integration server
• Node owned integration servers

• API Connect versions
• v5
• v5 on IBM Cloud
• v2018
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Deployment Push API Logical Process
• ACE

1. Authenticate with API Connect
2. Request REST API definition
3. Create/update draft API
4. Create/update draft Product
5. Optional: stage Product in Catalog

• API Connect
6. Publish Catalog

Push API Client

ACE

REST API

API Connect

2

543 6

1
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Clients: Admin REST APIv2 Command Endpoints
• POST /apiv2/api-session

• Connect to a target API Connect environment
• Augments the admin API server side session with API Connect connection properties
• Returns:

• API Connect Organizations, Products & Catalogs
• ACE-Session-xxxxxxxx cookie to be set on following commands

• POST /apiv2/api-push-api
• Create or update a single draft API
• Create or update a draft product

• Add the draft API to the draft product

• POST /apiv2/api-stage-product
• Stage a product in a catalog
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Clients: Web UI



29 https://developer.ibm.com/integration/docs/app-connect-enterprise/v11-container-performance-reports/

Performance reports
HTTP Echo scenario with BLOB data

https://developer.ibm.com/integration/docs/app-connect-enterprise/v11-container-performance-reports/


https://developer.ibm.com/integration/blog/2019/10/07/explore-the-new-features-in-app-connect-enterprise-version-11-0-0-6



Publication node + MQ Client
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• Create a working directory for an independent integration server:
mqsicreateworkdir C:\ExampleWorkDir

• Create a vault which will hold the encrypted credentials:
mqsivault --work-dir C:\ExampleWorkDir --create --vault-key myvaultkey

• Start the independent integration server (remembering to pass in the value of your vault key!):
IntegrationServer --work-dir C:\ExampleWorkDir --vault-key myvaultkey

• Create a credential in the vault:
mqsicredentials --work-dir C:\ExampleWorkDir --vault-key myvaultkey –create
--credential-type smtp --credential-name mysmtpcred --username ben --password 
mysmtppassword

The ACE vault and Encrypted Credentials
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Credentials Demo
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aceadmin

aceuser

ACE WEB USERS ACE ROLES

SYSTEM.BROKER.AUTH.EG

read+
View integration 
server properties

write+
Set integration 

server properties

execute+
Start or Stop 

integration server

SYSTEM.BROKER.AUTH.EG

read+
View integration 
server properties

ACE PERMISSIONS

MAP

MAPAUTHENTICATE
+AUTHORIZE

AUTHENTICATE
+AUTHORIZE

AUTHENTICATE
+ AUTHORIZE

LDAP USERS
LDAP GROUPS

Configuration of LDAP Authorization





Configuration of LDAP Authorization



LDAP Authorization Demo
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User Defined Properties

• Once deployed you can query the value of UDPs through the REST API
• Using the REST API you can update the values dynamically for the current process



ACE Certified Containers



IBM Certified Containers and IBM Cloud Paks



GitHub Docker
Registry

Hub

Docker ImagesHelm Chart Catalog

IBM Passport Advantage

Chart Chart Chart

Dashboard ACE ACE + MQ Dashboard ACE ACE + MQ

ACE

ACE Certified Container v2.1.0

Dashboard

ACEv11

IBM Cloud Pak for Integration

Chart

ACE + MQ

ACE + MQClient

ACE +
MQClient
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Thank you!
Questions ?

David Coles <dcoles@uk.ibm.com>


